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SEI z/OS Environment

• One Production Sysplex
• 6 Logical Partitions

• z/OS V1R7

• One Development/Test Sysplex
• 2 Logical Partitions

• z/OS V1R7, migrating to z/OS V1R9

• 250 Terabytes of DASD Storage

• z/OS Production Applications:
• CICS

• MQ

• TSO

• File Transfer (Connect:Direct and FTP)

• VPS
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SEI Network Environment

• Own and maintain network connections to clients

• Cisco Routers, switches and Firewalls

• Frame Relay and MPLS Circuits for multi-protocol 

support (SNA and TCP/IP)

• Many client links are/were still SNI

• (2) 3745-61A‟s and (1) 3745-31A supporting SNI only

• Remaining Network infrastructure is predominantly 

TCP/IP
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Network Management Challenges

• Migration from SNA to APPN started in 2000 

(inside the SYSPLEX only)

• Need to “retire” the 3745‟s

• Migration to Enterprise Extender (EE) started in 

2006 as an alternative to SNI 

• Conversion of non-SNI SNA traffic to TCP/IP

• Core applications are still SNA based

• Support personnel have a large dependency on 

Netview as an automation/operational tool
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Network Management Challenges

• As EE becomes more prevalent, problem determination 

becomes more difficult and requires more skills
• Netview (NLDM, NPDA)

• TCP/IP (Ping, Tracerte)

• Netstat 

• HP Openview (SNMP)

• Need to cross train skill sets in support group
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Top 10 Reasons to use ferret

• #10 The product is specifically designed for and 
dedicated to monitoring an APPN/HPR/EE network

• #9  Preexisting business relationship with WDS 
(FTPALERT and IMPLEX)

• #8  Comprehensive alert functionality – Email, GUI, 
Netview, SNMP

• #7  Dynamic detection of Network configuration and 
connection changes

• #6  Robust logging capability – SMF, SYSLOG and task        
SYSOUT 

• #5  Browser based
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Top 10 Reasons to use ferret

• #4  Direct Interfaces to EXIGENCE and IMPLEX

• #3  Command interface to VTAM and MVS

• #2  Netview Interface

• And the #1 reason………

Provides a single consolidated “dashboard” view by 

gathering data from standard interfaces to 

Communications Server APIs
VTAM Network Management Interface (SNAMGMT=YES)

TCP/IP Network Management API (NETMONITOR)
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Installation

• Download from WDS Website

• Run „Self Extracting‟ EXE (FEEVnnna.EXE) 

• Run PC Automatic Installer (SETUP.EXE)
• Sends install PDS to M/F via FTP

• Run Mainframe Automatic Installer (SETUP)

Create and MOUNT separate HFS files for ferret
 /usr/lpp/wds/ferret (JCL in appendix)

 /u/ferret (automount)

• Acquire a license key

• Run the installation JOB (INSTJCL)
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Installation

APF authorize ferret LOADLIB

Activate VTAM Majornode for ferret (APPLFEE) 

• Choose a TCP port for ferret (Default 4000)
• Port access must be OPEN in the Firewall

• Requires appropriate routing

• Security definitions for Started Task(s)

• Start the FERRET and FERRETDS task

• Check for errors in the ferret task logs

Configure optional interfaces (Netview, SMF)
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Verification – ferret Log
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Verification – ferret Log
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Verification – ferret Log
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SDSF ? Display
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Logon Screen
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ferret – Initial / Default View
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ferret CP LIST
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ferret EE Nodes List
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Alerts and Alert Summary Views
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Email Alerts
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VIEW Network Log (MVS cmd) 
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Tools – VTAM Display (D NET cmd)
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ferret Commands via Netview 
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JCL to Allocate ferret HFS Files

• //jobname JOB (ACCT),CLASS=A,MSGCLASS=X,NOTIFY=&SYSUID                         

• /*JOBPARM S=*                                                                   

• //*--------------------------------------------------------------------------------------*                    

• //*      ALLOCATE HFS FILES FOR ferret INSTALLATION              *                    

• //*--------------------------------------------------------------------------------------*                    

• //STEP   EXEC PGM=IEFBR14                                                       

• //LPPWDS  DD DSN=OMVS.SEIT.USR.LPP.WDS.FERRET.HFS,                              

• //        SPACE=(CYL,(25,1,1)),                                                 

• //        DSNTYPE=HFS,                                                          

• //        DISP=(,KEEP,DELETE)                                                   

• //WDSUSR  DD DSN=OMVS.SEIT.USER.FERRET.HFS,                                     

• //        SPACE=(CYL,(100,1,1)),                                                

• //        DSNTYPE=HFS,                                                          

• //        DISP=(,KEEP,DELETE)                                                   

• /*                                                                              

• //                                                                              
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JCL to mount ferret HFS file

• //jobname JOB (ACCT),CLASS=T,MSGCLASS=X,NOTIFY=&SYSUID                  

• /*JOBPARM S=*                                                                

• //*-------------------------------------------------------------------*                         

• //*      Create Mountpoints and mount the HFS files   *                         

• //*-------------------------------------------------------------------*                         

• //MOUNT    PROC                                                                 

• //STEP     EXEC PGM=IKJEFT01,TIME=1440                                   

• //SYSTSPRT DD SYSOUT=*                                                   

• // PEND                                                                         

• //STEPX   EXEC MOUNT                                                            

• //SYSTSIN  DD   *                                                        

• MKDIR '/usr/lpp/wds' MODE(7,5,5)                                               

• MKDIR '/usr/lpp/wds/ferret' MODE(7,5,5)                                        

• MOUNT FILESYSTEM('OMVS.SEIT.USR.LPP.WDS.FERRET.HFS') +                         

• MOUNTPOINT('/usr/lpp/wds/ferret') +                                          

• TYPE(HFS)                                                                    

• /*
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Automount example

• * This file is located in /etc/auto.master

• /u        /etc/u.map               

• /nfs      /etc/nfs.map     

• * This file is located in /etc/u.map

• name        *                                               

• type        HFS                                             

• filesystem  OMVS.&SYSNAME..USER.<uc_name>.HFS               

• mode        rdwr                                            

• duration    nolimit                                         

• delay       0                                               

• setuid      Yes                                             
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Sample ferret Profile

****************************************                                        

* Ferret Profile Datasets              *                                        

****************************************                                        

* System Settings                      *                                        

****************************************                                        

Instance         Ferret&SYSNAME                                                 

SEIT:ProductKey  xxxxxxxxxxxxxxxx                                                

Path             /usr/lpp/wds/ferret                                            

UserPath         /u/ferret                                                      

SecurityLevel    2                                                              

SMFRecordType    235                                                            

MVSCommandLine   Enabled                                                        

MVSConsoleFilter Enabled                                                        

****************************************                                        

* Console Settings                     *                                        

****************************************                                        

VTAMConsole      FEE&SYSNAME.1 
FEE&SYSNAME.2 FEE&SYSNAME.3 

****************************************                                        

* Server Settings                      *                                        

****************************************                                        

HttpServer       4000                                                           

DomainServer     127.0.0.1    4001                                              

ImplexServer     172.16.81.61 1961                                              

NetviewServer    172.16.99.61 4021                                              

SMTPServer       10.40.40.37   25                                               

Emailsender      Ferret&SYSNAME.@seic.com                                       

SNMPServer       127.0.0.1     162                                              

****************************************                                        

* Alert Settings                       *                                        

****************************************                                        

AlertLimit       10000                                                          

AlertRetention   3                                                              

PSWRetention     5 
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CA-Top Secret Definitions 

• TSS Modify FAC(USERxx=NAME=FERRET) 

• TSS Modify FAC(FERRET=PGM=FEE)

• TSS Modify FAC(FERRET=MODE=FAIL) 

• TSS ADD(FERRET) FAC(FERRET)

• TSS ADD(FERRET) MASTFAC(FERRET)

• Create an ACID for the ferret started tasks
• Must have an OMVS segment

• Must have authority to open TCP sockets / issue USS commands

• TSS ADD STC(FERRET) ACID(FERRET)

• TSS ADD STC(FERRETDS) ACID(FERRET)
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CA-Top Secret User Definitions 

• SecurityLevel 0
 TSS ADD(userid) FAC(FERRET) 

• SecurityLevel 1
 TSS ADD(userid) FAC(FERRET)

 TSS PERMIT(userid) IBMFAC(FERRET) ACCESS(READ)

• SecurityLevel 2
Administrator User

TSS ADD(userid) FAC(FERRET)

TSS PERMIT(userid) IBMFAC(FERRET) ACCESS(ALL)

Regular User
TSS ADD(userid) FAC(FERRET)

TSS PERMIT(userid) IBMFAC(FERRET) ACCESS(READ)
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Sample CNMSTYLE member

• ************************************************************************************          

• * These statements should be added to the CNMSTYLE member for        *          

• * Tivoli NetView 1.4 and above. They should be used instead of adding    *          

• * a 'TASK' statement in member DSIDMNU.                                              *          

• *                                                                                                                 *          

• * The Ferret / Netview Message receiver task can be started by               *          

• * issuing the following NetView command:                                                *          

• * command:                                                                                               *          

• *                                                                                                                *          

• * START TASK=Ferret                                                                             *          

• *                                                                                                               *          

• **********************************************************************************          

• TASK.Ferret.MOD=FEENVTSK                                                        

• TASK.Ferret.MEM=FEEPARM                                                         

• TASK.Ferret.PRI=9                                                               

• TASK.Ferret.INIT=N                                                              

• *                                                                               
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Sample SMF Report
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Contacts

• Tony Cieri – acieri@seic.com

• William Data Systems – http://www.willdata.com
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