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ASIRFMSG
DSIRFMSG
ESIRFMSG
FSIRFMSG
LSIRFMSG
RSIRFMSG
SIRFMSG

- msgs issued when an autologon session initiation request fails

- msgs issued on session failure when a search fails to locate the target resource.

- msgs issued on session initiation failure where extended sense data exists.

- msgs issued when session initiation fails due to LU not found via ADJSSCP table.
- msgs issued when an APPN locate search fails for destination LU.

- msgs issued when a session initiation request fails and RSCV data exists

- msgs issued when a session initiation request fails.
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There are many keywords for this command (many new ones since z/OS v1.5!)
It is possible to be very selective here : refer to your IBM documentation!

E.G. "D NET,RTPS, TCID=XXXXXX" should show the  name of the remote PU
"D NET,RTPS,CONGEST=YES” shows any congested service s
“D NET,RTPS,ID=CNROOOO8,TEST=YES tests the select ed route (cf. traceroute!)
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ANR - Automatic Network Routing

APPC - Advanced Program-to-Program Communication
APPN - Advanced Peer-to-Peer Networking
ARB - Adaptive Rate-Based Flow Control
HPR - High-Performance Routing

NCE - Network Connection Endpoint
NHDR - Network Layer Header

NLP - Network Layer Packet

RSCV - Route Selection Control Vector
RTP - Rapid-Transport Protocol

TCID - Transport Connection IDentifier
THDR - Transport Header

XID3 - eXchange IDentification format 3
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NLP

ANR | ANR NCE | X'FF TCID THDR Session Data
info Address

<«—— Network Header ——»<«—— Transport Header ———»<¢—— FID5 —p«— data —»

“Slowdown ” indicators (used to indicate congestion) are conta ined in the NHDR
Status Request indicator (used to return connection status to the sender)
TCID identifies the RTP pipe being used
“Data” contains the SNA Payload
Optional RTP segments carry:-
ARB flow control information
Connection Fault indicator shows protocol violation
Status reflects missing data

Switching Information indicates path switches
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The Trace View

1111am Data Systems Date :
Trace Data Management Time :

WILEIAM

DATA S YSTEMS

LUname = POSTCP10
USER = GORDON

i

06/02/2008
09:52

Userid
ADMIN

Status Description

ex1.ex12200.ctrace

Number Resource Trace Type

001 Imported

0002
0003
0004
0005
0006
0007
0008

Imported
Imported
R |_qu

TCP/IP packet
TCP/IP packet
TCP/IP packet
TCP/IP packet
TCP/IP packet
TCP/IP packet

packet

ex1.ex12200.ex1trace.e ADMIN

johnb.allsorts.trace

Pings
Fragments
APIASEE
apiasee 2
apiasee 3

ADMIN
IAN
IAN
GORDON
GORDON
GORDON

0009 : ddd KEN
0010 KEN

0011 Upon entry to EXIGENCE we are presented with a list
ggg of traces currently held in the trace dataset.
Trace selection is by line command, and we can enter

gg%g . “Browse” mode directly or “View” the trace content

0016  Taken et ek _ 5o
Line cmds:-Add STArt stoP Browse Summ View Redef DELete PRint Export Import

PFKeys: 1-Help 3-Return 7-Bwd 8-Fwd
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DATA S YSTEMS

LUname = PO8TCP10 1111am Data Systems Date : 06/02/2008
USER =  GORDON Display IP Trace Details Time : 09:50

i

Trace number 0003 Trace created by ADMIN  on 07/03/2005 at 12:12
Description johnb.allsorts.trace

TCP/IP name TCPI Status Imported

Entries 624 Blocks 5

UDP packet Count: 56 Largest: 208 Total size: LYLY)
Unclassified Count: 30 Largest: 32 Total size: 960

Address of local host: 140.190.100.4

Number of TCP connections 16 Number of hosts 2

Item Conns Datagram Bytes Retrs Frag CKSMr ...Remote IP Address...

goo1 3 79 8783 0.0% 0.0% 0.0% 140.190.100.5
0002 13 459 64521 0.0% 0.0% 0.3% 140.190.100.104

“VIEW” mode here, shows us the |IP addresses
contained in this trace and some statistics.

Each “Item” can be selected for a detailed look at that
connection...

PFKeys: 1-Help 3-Return 7-Bwd 8-Fwd 11-Select
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DATA S YSTEMS

LUname = PO8TCP10 1111am Data Systems Date : 06/02/2008
USER = GORDON TCP Sessions to selected Time : 09:53

e aal

Trace number 0003 Trace created by ADMIN  on 07/03/2005 at 12:12
Description johnb.allsorts.trace

TCP/IP name TCPI Status Imported

Local host: 140.190.100.4 Remote: 140.190.100.104

No of TCP connections 13

Item Lc1-Port-Rem Datagram Bytes Retrs Frags CKSMr Sub-sys

ool 23 1114 16 1265 0.0% 0.0% 0.0% Telnet

0002 23 1115 12 24 0.0% 0.0% 0.0% Telnet

0003 23 1116 12 24 0.0% 0.0% 0.0% Telnet

0004 23 1118 253 25102 0.0% 0.0% 0.4% Telnet

0005 80 1122 1334 0.0% 0.0% 0.0% HTTP
0006 80 1124 4021 0. 0% 0 0% 0 0% HTTP

0007 80 1125 ...And down at the details level we can see the ports
0008 80 1126 involved in communications with the select IP address

0009 80 1127 _
0010 80 1128 from the previous screen.

ggi% gg ﬂ%g Selection from here will effectively “filter” the trace

and just show the packets involved in the relevant

PFKeys: 1-Help 3-Return 7-Bwd 8-Fwd 11-Select



WILEIAM

DATA S YSTEMS

LUname
USER =

Number
0{a]a]<]aht
800062
BOOB03
BPOD04
a[afe[a[
a[afaa]a[3
BOOBO7
a[afelalafs
a[afa]a]afe
BOOB1D
BEOR11
BE0012
BEOB13
BP0D14
BOB015
BOOD16

Here we see the packet flow as captured by tracing.
This view shows the high-level packet exchange.
From here we can rapidly locate any area of the trace,

= P4TCPBS

GORDON

Address
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

. 150
150
150
150
. 150
. 150
.150
. 150
. 150
150
. 150
. 150
150
.150
. 150
150

The Trace View

Exigence Z14DEV Brenda
IP Flouw

TCP/IP

-

—EXtender-Xid
—EXtender-Xid
—EXtender-Xid

+—

—EXtender-Xid

-

—EXtender-Xid

-~

—EXtender-Net

+—

-~

—Xsc_BIND

-

—X+ve Resp

or any detected error

Date
Time :

i

18:43

Address
EXtender-Xid— 192.
+ 192.
EXtender-Xid— 192.
» 192.

- 192.
EXtender-Xid— 192.
» 192.
EXtender-Xid— 192.
» 192.
EXtender-Xid— 192.
» 192.
EXtender-Net— 192.
EXtender-Net— 192.
+ 192.

xsc_ BIND— 132.

» 192.

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

'_ln.

-

159
135
155
159
. 135
155
155
159
155
155
159
135
155
155
135
155

NoAcks-NoFrags

w 180-detail 11-Expa

nd

1

: 26/04/2005




WILIAM The Trace View

D ATA S YSTEMS
LUname = PA4TCPO5 Exigence Z14DEV Brenda Date : 26/84/20085
USER = GORDON IP Flouw Time @ 18:46

Number Address TCP/IP Address

HIIIl? 192 .168. - EXtender-Net— 192.168.1.1355
pobu18 192.168. - +ve Resp— 192.168.1.135
povBu1g 192.168. —EXtender-Net - 192.168.1.155
BobB20  192.168. —xXFM5(22FBFBF 1) » 192.168.1.155
Bobb21 192.168. - x[PM— 192.168.1.155
BoboZ2Z2 192.168. - *XFM5(22FOFBF1 )— 192.168.1.155
BobBu23 192.168. - *XCP Capabilities — 132.168.1.155
povBB24 192.168. —x]PM - 192.168.1.155
BovBpBZ2s 192.168. —xCP Capabilities - 192.168.1.155
BobbZ26 192.168. - xI[PM— 192.168.1.155
BobpB27 192.168. —x]PM » 192.168.1.155
Bobu28 192.168. - *FM5( 22FOFBF4 )— 192.168.1.155
BobBuZ29 192.168. —xXFM5(22FBFBF4 ) - 192.168.1.155
BobBp380 192.168. - x[PM— 192.168.1.155
povBu31 192.168. - *FM5( 22FOFBF4)— 192.168.1.155
Bobu32 192.168. —xXIPM » 192.168.1.155

'_ln.

...here we see the second screen of the
same trace, from where we will “drill down”

into packet number 19... 9-Flow 10-detail 11-Expand

NoAcks-NoFrags




. -
wielAM  The Trace View ¥

LUname = PA4TCPOS Exigence Z14DEV Brenda Date : 26/84/20085
USER = GORDON IP Detail -- Hex Display Time @ 18:48

i

Rasuits

Booe19 192.168.1.150(p12001)—-=192.168.1.155(p12001)
IP header
45C06B5F 33F00000 48115B5C CBABB1S6 CBABO13B
UDP header
CEE12EE1 BB4BI7B2
UDP data Enterprise Extender - Xmitpty=Network
+0000 040803C6 BBD40BLOE DBODOOBE BOFFBO3F
+0018 47356700 0B0BO3000 BABBEDOE BBOBBOOO
+0020 08012303 22410100 BBOBOOOO
+0030 OEBDOBOD 01000200 BBO12/700 BBOBBOOO
+0040 0BBOBO

XOKKKXK  F N iiate

“Drilling down” into the data (PF11) we start to see the
structure of the packet ...
Remember “EE” uses UDP datagrams.
From here we need to translate the packet contents...

Display mode commands:- Hex Ascii Formatted Translated Mn (n = 2 - 5)
NoAcks-NoFrags

PFKeys: 1-Help 3-Return 6-PSon 7-Bwd 8-Fwd 9-Flow 10-detail 11-Expand



WILIAM The Trace View

DATA S YSTEMS

LUname = PA4TCPOS Exigence Z14DEV Brenda Date : 26/84/20085
USER = GORDON IP Detail -- Translated Time @ 18:483

g,

Boo019 192.168.1.150(p12001)—=192.168.1.155(p Lt
IP header The Translated view now breaks
ASCOBOSF 99FPNORA0A 40115B5C COASO EEelelisRis=HUIBIE o 1= R (oR (:\V/--1R gl
UDP header embedded headers...
JEE12EE1 BB4BI7B2
LLC header Unnumbered Information
040803
Network layer header Automatic Network Routing
Ce08
ANR labels Subarea
+0000 D400BBBb0 BBBOOOOD VTAM Network Communication Endpoint
+0008 FF
RTP transport header
+0000 3F473567 0BBBOOO30 BBBABBED BOBBBOOO

+0010 80008123

Use PF11 on data to expand structures

NoAcks-NoFrags

PFKeys: 1-Help 3-Return 6-PSon 7-Bwd 8-Fwd 9-Flow 10-detail 11-Expand




WILIAM The Trace View

DATA S YSTEMS

LUname = PA4TCPOS Exigence Z14DEV Brenda Date : 26/84/20085
USER = GORDON IP Detail -- Translated Time @ 18:50

Boop19 192.168.1.150(p12001)—-192.168.1.155(p12001)
IP header
45CB005F 93F0000B 48115B5C CBABB196 CBABO1SB
UDP header
CEE1Z2EE] BB4BI7BZ
RTP transport header
RTP optional segments
+0014 83224101 BBOBBOOED BEOBBOOO Adaptive Rate-Based
+0020 B50EBBBD BBO1BB0Z BBOBBLZ/ BOOBBOOO Status
+0030 B006BBBO0
KKK Fnd of trace record Xkxxxx

In this case the RTP data contains ARB
information...
Other packets will contain FMH-5 data ...

Use PF11 on data to expand structures

NoAcks-NoFrags

PFKeys: 1-Help 3-Return 6-PSon 7-Bwd 8-Fwd 9-Flow 10-detail 11-Expand




WILIAM The Trace View

DATA S YSTEMS

LUname = PA4TCPOS Exigence Z14DEV Brenda Date : 26/84/20085
USER = GORDON IP Detail -- Translated Time @ 18:31

HIIIZI 192.168.1.156(p12001)—~=192.168.1.155(p12001)
IP header
45C00068 99F 10000 48115852 COABB196 COABO19B
UDP header
ZEE17EE1 BO54EAOSB
RTP data 22FBFBF1)
+00be 5C000B01 0OBVPOBBED DBKBBOB1 BBI91200E
+0010 B502FFOB 03000000 D422FOF0 F1BBBCLZ
+0020 C10006801 A4FEBCSB 00
Xokxx B of trace record XKKkxkx

...such as this.

Let’s “drill down” (PF11) once again to get a
translation of this FMH-5...

Use PF1l on data to expand structures
NoAcks-NoFrags

PFKeys: 1-Help 3-Return 6-P5on 7-Bwd 8-Fwd 3-Flow 18-detail 11-Expand




. e
wielAM  The Trace View ¥

LUname = PA4TCPOS Exigence Z14DEV Brenda Date : 26/84/20085
USER = GORDON RU DETAIL -- TRANSLATED Time : 18:51

i

Rasuits

BBBB268 B6BBBBOL ==>> Inbound
TH 5C000661 IIIIIIII B6B0B0001
RH 8B39120 Req=FM5(22FOFBF1)
RU Contains the following :
Structure name Ist 16 bytes of structure...

FMH-5 ‘ DEOSBZFF 0003DB00 B0B422F0 FOFL
CP Capabilities bOOC12C1 BoBBB1lA4 FEBCSBOO

Xkkxk End of 1 ulmmeenrd *kkKkK

... and here we see the FMH-5
interpretation.

But suppose we already know this is
an SNA problem...

Display mode commands:- Hex Ascii Formatted Translated Mn (n = 2 - 5)
NoAcks-NoFrags

PFKeys: 1-Help 3-Return 6-P5on 7-Bwd 8-Fwd 3-Flow 18-detail 11-Expand



WILEIAM

DATA S YSTEMS

LUname =

USER =

Number
Boo014
Booo1s

BoBB2e

BBBbB22
bBBB23
BBBB25
alala]apas
BBbBZ23
BBBB31

PFKeys:

GORDON

LU

20000001
102 «

101

The Trace View

P4TCPBS Exige

—sc_BIND

—FM5( 22FOF BF 1

200000082 «
20000001 «
060000082

1

—CP Capabilit:

~FM5(22FBFBF4

20000002 «
¥xxkXx End of trace data X¥xxx

1-Help

3-Return B6-PSon

-

B3

nce Z14DEV Brenda . 26/04/2005
SNA FLOW ' : 18:54

Rasuits

LU

———— Inbound
——sc_BIND———  (utbound

— —————————————————————— [nbound
FM5(22FBFBF1 )————— Outbound
—CP Capabilities Outbound

ies ———— [nbound
—FM5(22FOFBF4 )———— Outbound

)— ———— Inbound
—FM5(22FBFBF4 )—  Outbound

...We may need to run a separate trace, or (as
here) filter-out all packets except those
containing SNA data; revealing the SNA Flow

(Filtering is an important tool...more later)

/-Bwd B8-Fwd 9-Flow 1B-detail 11-Expand



WILIAM The Trace View

DATA S YSTEMS

LUname = PA4TCPOS Exigence Z14DEV Brenda Date : 26/84/20085
USER = GORDON RU DETAIL -- TRANSLATED Time : 18:55

BpoB77 000OOEB2 ==>> Inbound
TH 5CB00012 BBOOBBBE BBBBBBOZ
RH 8B3081 Req=FM5(22FOFBF3)
RU Contains the following :
Structure name Ist 16 bytes of structure...

FMH-5 240502FF 0003DBBD BOB422F0 FOF30014

Locate resource BO3612C4 8800BOOD B11660EA ABBL1BDAD

Find resource BOAEL2CA 05808004 B8B80F3CH0 FBEGCAEZ

Cross-Domain Initiate BOB112C5 00040400 DOBBOBBCA FAC3F3F2
x¥xxx End of trace recO™ ik

Taking a more interesting
FMH-5, we may need to
“drill down” still further into
the layers...

Display mode commands:- Hex Ascii Formatted Translated Mn (n = 2 - 5)
NoAcks-NoFrags

PFKeys: 1-Help 3-Return 6-P5on 7-Bwd 8-Fwd 3-Flow 18-detail 11-Expand




WILIAM The Trace View

DATA S YSTEMS

LUname = PA4TCPOS Exigence Z14DEV Brenda : 26/04/2805
USER = GORDON SNA RU DETAIL : 18:55

EPoB77 Contains:- General Data Stream variable
disp ..translation
B0 0OO4E Length of this GDS wvariable
boeZ2 12CA GDS id: Find Resource
peee 05 Control vyctor length (LT parse rule)
alalann Controlglector key = Search scope for Find
boo2 '

beo3
Reserved

LU 1s not served by a dependent LU server

Find origin i1s a network node

This request 1s to verify whether the resource
identified by the Find search argument

directory entry is currently available in the
breakdown of the data MORE >

(interpreted as per the Data NoAcks-NoFrags
Areas). Here we may find the

LU names, or results of a —Bwd 8-Fwd 9-Flow 18-Standard 11-Expand
“Find”...etc

...In order to see the bit-level




WILIAM The Trace View

D ATA S YSTEMS
LUname = PA4TCP13 Exigence /14DEV Brenda Date @ 17/05/2005
USER =  GORDON Expanded trace detail Time @ 16:0B3

Expansion for trace entry no. D0OB20 This principle

| applies to all
.. translation levels,

Internet Protocol (IP) header
E1aNE]E IP version number (bits 0-3)
upnn IP header length in words (bits 4-7)
bbo1 Precedence and Type of Service
110- ---- Priority b

including the
headers, as
each have
useful

---0 BBB- Default Type of Service information for

Reserved for future use debugging,
ppe2 0068 , Total datagram length (the IP header
0BA4 99F1 Identification is shown
06 , Flags (bits B-2) here)...
Reserved for future use
Fragmentation permitted, no more to come
U6 OBOBO / Fragment Offset (bits 3-15)

AR 40 Time to live (seconds/hops)

MORE >

PFKeys: 1-Help 3-Return 7(-Bwd 8-Fwd 11-Expand




WILIAM The Trace View

DATA S YSTEMS

LUname = PA4TCP13 Exigence /14DEV Brenda c 17/05/20805
USER = GORDON Expanded trace detail + 16:14

Expansion for trace entry no. BDOOBZ20

..translation
User Datagram Protocol (UDP) header
Blarene (12001) UDP source port
UolZ ZEE1 (12001) UDP destination port
OBBd  BBES4 (84) UDP message length
bbb EAOSB UDP Checksum

... and this is a
UDP header ...

PFKkeys: 1-Help 3-Return 7-Bwd 8-Fwd 11-Expand




WILIAM The Trace View

DATA S YSTEMS

LUname = PA4TCP13 Exigence /14DEV Brenda Date @ 17/05/2005
USER = GORDON Expanded trace detail Time @ 1b:17

Expansion for trace entry no. BDOOBZ20

..translation

ANR Label for Network Connection Endpoint
BaBl D4 ANR label type and flags
VTAM NCE label
Not a Multinode Persistent Session lahel
This NCE is for a CP-CP NCE
This NCE is not for a RTP Route Setup

1 Resource is not owned by an NCP

ool 0o () Not used
N2 bbBBPEEE BBOA Nol used.

PFKkeys: 1-Help 3-Return 7-Bwd 8-Fwd 11-Expand




WILIAM The Trace View

DATA S YSTEMS

LUname = PA4TCP13 Exigence /14DEV Brenda c 17/05/20805
USER = GORDON Expanded trace detail + 16:18

Expansion for trace entry no. BDOOBZ20

..translation

RTP Transport Header

0BB0 |3F473567 BOBOOB3IB | Transport connection identifier (TCID) field.
This bd-bit field contains an identifier in the
junior b2 bits. This identifier, along with the
Connection Qualifier and/or Source Identifier,
uniquely identifies an RTP connection.
0f the two remaining bits bit-0 indicates who
assigned the identifier (l=sending RTP partner,
B=receiving RTP partner) - bit-1 is not used.

naag 38 Flag byte 1
Reserved
Connection setup indicator
Connection Setup segment is not present
Start-of-message indicator

MORE >

PFKkeys: 1-Help 3-Return 7-Bwd 8-Fwd 11-Expand




WILIAM The Trace View

DATA S YSTEMS

LUname = PA4TCPO5 Exigence Z14DEV Brenda Date : 26/84/20085
USER = GORDON RU DETAIL -- TRANSLATED Time : 19:00

Bpo141 04000084 ==>> Inbound

TH 5C0P0002 POPRDBED B4DBOBD4

RH 83A120 Req=3270(EWA)

RU -
/E Command code = EWA
C3 WCC =  Reset, R-Kybd, R-MDTs
1,81 SFE A=P-Hp-Turg Def H S1gn0n
81,71  SFE A=PSHp-White Def H 13:26:12
81,80 SFE A=P-N--Blue Def H G'AZA2AZAZAZAZAZAZAZAZAZAZAZAZAZAZ
G'A2A2A2A2AZA2AZAZAZAZAZAZAZAZAZAZ
G'A2A2A2A2AZAZAZAZAZAZAZAZAZAZAZAZ
G'A2A2AZA2AZAZAZAZAZAZAZAZAZAZAZAZ
G'A2A2AZAZAZAZAZAZAZAZAZAZAZAZAZAZ

...and of course
3270 data stream .

SA Blue

S8 Rev (Here seen fully

translated down to
the command level) MORE >

Display mode commands:- Hex Hscii Formatted Translated Mn (n = 2 - 5)
NoAcks-NoFrags

PFKeys: 1-Help 3-Return 6-PSon 7-Bwd 8-Fwd 9-Flow 10-detail 11-Expand




WILIAM

S YSTEMS

DATA

"Nl $

IBM z-Series IBM z-Series
L] [

Facility

Bl - i

Storage

Tape
- Server

Data Centre 1

(High-speed network
Eg. Optical)

The SYSPLEX S

SHARE

Technology - Connections - Results

IBM z-Series
L

Coupling “’
Facility | S

— |
e

Storage

Tape
Server

Data Centre 2




WILIAM  The SYSPLEX s )

S YSTEMS

ARE

Technology - Connections - Results
Where do Jobs run? Sysplex Where do | trace?
Distributor
oy I
“”"' s | Workload ..
s | Manager
IBM z-Series Al IBM z-Series '. ...'

'.‘ IBM z-Series
1]

L i

i

Coupling
Facility

‘ J ’ ’ Coupling
‘ ‘ Facility

(High-speed network
Eg. Optical) Storage

Storage

Tape

Ty Server Tape

Server

Data Centre 1 Data Centre 2




WILIAM

SSSSSSSSSSS

The SYSPLEX

uuuuuuuuuuuuuuuuuuuuuuuuu



WIEIAM Alternative Tools...
$.%&
>?@A 6 L8 5
< 6:8
& )
L + 5

uuuuuuuuuuuuuuuuuuuuuuuuu



wikiAM  Unexpected Events

DATA

S YSTEMS

2

File Trace

Fecord Mawigate

Filter

wWiew  Help

Fecord | Time (GMT4+000

TN &

=l
10
11
1z
14
15
16
17
15
19
20
21
=2
25
26
=7
28

1

13:
13:
15:
13:
13:
135
13:
135:
135:
13:
135:
135:
135:
135:
13:
135:
13:
13:
15:

26!
==Y
Z6:
26!
==Y
26!
26!
26!
26
26!
26!
26
Z6:
26!
==Y
Z6:
26!
==Y
Z6:

o1,
o1,
o1,
oz,
oz,
oz,
oz,
oz,
oz,
oz,
3.
as.
o3,
3.
3.
o3,
3.
0,
o4,

O

411
FZS
4357
=33
S
554
465
SZ2
S5
574
053
[m] =t
051
055
111
130
473
o7
115

1

IP Address 1

192,
19z,
192,
192,
19z,
192,
192,
19z,
19z,
192,
192,
19z,
192,
192,
19z,
192,
192,
19z,
192,

165,
165,
163,
163,
165,
163,
163,
165,
165,
163,
165,
165,
165,
165,
165,
165,
165,
165,

163

This
All unexpected events
should be investigated.

Here we see missing
acknowledgements....

is the FLOW view

14.150
14.150
1.1558
1.155
14.150
14,150
1.158
1.155
1.155
1.15
14.150
14.150
14.150
14.150
1.155

of a trace.

Ty, |k 2 M| 4B S "5y BUB

|« 5 £ 3> 2

Pork 1

12001
12001
1z001
1z001
12001
1z001
1z001
120035
1z001
1999

12003
1z001
1=z003

Direckion IF Address 2
= 192, 165.1.153
= 192, 165.1.153
Extender-MNet —= 197, 165.1.155
Exktender-fMet —= 19Z,165.1.155
= 192,165,1.153
= 192, 163.1.153
Exktender-fMet —= 19Z,165.1.155
Extender-Med —#= 192, 1653.1.153
Exkender-MHNet —= 192, 165.1.155
—~-—— Mok acknowledged 192, 165.1.4
192.1658.1.153
/ 192.165.1.153
= 192, 165.1.158
= 102 1653.1.158
Extender-Maed —= 197, 165.1.155
Extender-MNet ——= 19Z,165.1.155
—~=s— Mok acknowledged 192.165.1.4
Extender-Ret —= 192, 165.1,1558
= 192,.168.1.158
= 192, 165,.1.158
Extender-Met —#= 192, 165,1.155
Exkender-MNet —®= 192, 1658.1.155
— 192,165.1.158
= 192 165.1.155
Exkender-MHNet —= 192, 165.1.155
Exktender-fMet —= 19Z,165.1.155
= 192.1658.1.153
= 192, 165.1.153
Extender-MNet ——= 19Z,165.1.155
192.165.1.4
Extender-Ret —= 192, 165.1,1558
_ 192,.165.1.158
= 102 153.1.158
Extender-Met —#= 192, 165,1.155
Extender-Med —= 192,165,1.155
— 192,165.1.158
= 192,165.1.155
163.1.153

Extender-Met ——#= 192,




\

wiriAM  Unexpected Events F %

DATA S YSTEMS

File Trace Record Mawvigate Fiker Wiew Help

S dh PN NESHmEECE €S 2P

Record | Time [(EMT+0.. l IP &dddress 1 | Part 1 | Dlrer:tu:ln ! IP Address 2 | Port 2 |

2 1547537 445 1921651, 2 120035 Extender-Med —®= 192 165.1.2 12005
3 154737 4458 192 1658 1. 24 12003 Extender-tied —= 132 163 1. 25 12003
4 154737 457 192165.1.24 120035 *oppl Data —= 192 165.1.25 12005
5 154737 487 192168.1.24 12003 *oppl Data ——= 192 165.1.25 12003
E 154737 600 1921681, 24 12003 =a— *FMS[ D4 EZD T 192168125 12003
v 154737 667 192165.1.24 120035 *oappl Data —= 192 1658.1.25 12005
& 154737 BET 1921E68.1.24 12003 *oappl Data —#= 192 165.1.25 12003
9 154737 667 192165.1.24 120035 -s—FExiender-hMed 192168.1.25 12005

10 154735382 192168.1.24 12003 ~s— *FhS(DAD4EZDT) 1921658125 12003

11 1547535397 192168.1.24 12003 Extender-tMed —= 192 163 .1.25 120035

12 15473535397 192165.1.24 120035 Extender-hMed —8= 192 165.1.25 120035

13 15:47:35 697 19216581, 24 a —Fr'-=4r1r'r'n=-r'|tE--:i :i-=4t-=4r1r'=ar'r| el 192 168125 o

14 15:47.535.697 192158 1.24 i ———————————Frs 192168.1.25 o

15 e S ‘ 0 192168.1.25 o

Fr —4|1rr||-'r|t l'i I:I—d e (= e o 192 TES 1,25 a

16
17 ...and here a ~———Extender-Med 192.168.1.25 12003
18 case of - *FMS(DOD4EZD7) 192.168.1.25 12003
19 : *appl Data —— = 192 168.1.25 12003
20 Fragmentatlon- *appl Dats ——= 192 168.1.25 12003
21 ~—— *FMS(DOD4EZD7) 192.168.1.25 12003
22 S R Extender-hed — = 192 1658.1.25 12003
23 154735924 192168124 *Ph * 102168125 12003
24 154735924 192.168.1. 24 Extender-ted —= 192 165.1. 25 12003
25 154735924 1921681, 24 P * 192168125 12003

26 15:47:35.974 1921631, 24 *appl Data —®= 192 165.1.25 12003




witiAM The GROUP Trace I

D ATA S YSTEMS
Exigence - [O] x|
File Connect Group Host Trace WYiew Help WILklAM
a7 |
i Exigence Numl:lerl Status IStacks,l'LLl Namesl Tvpe I Descripkion I User ID ICachedI
=} 4 Hosts
o |3 Z140EY
- d) Z25PROD
-3 Supertop2s Change Host Grgup |
PR (3 supertopa4
(=4 Groups
() Eraup nane:
IGru:uup one

Available Hosts: Included Hosts:

trace (i.e. whic

may be multip

we wish to include; there

per system)...

/To add multiple traces
(e.g. for Sysplex tracing)
we must identify where to

h stacks

Supertopzs (TCPIF)

Z14DEY .
ZZ5PROD | Supertopz4 (TCPIP)
Supertopzs - =

Supertop24

e stacks

4

If using Ctrace with mutliple stacks per
system, be careful with the definition of
the external writers!

|Gru:uup Cne (2 hosts, O connected)




wiktiAM The GROUP Trace

S YSTEMS

D ATA

=

Y

ke

P2 Exigence

File Connect Group HEGhRESE=IIEREER: ﬂ

@7

i Exigence
=} 4 Hosts
i 3] Z14DEY
3] Z25PROD
(3 supertopzs
¢ |3 supertopz4
= Groups

- Lg] faroup One

Trace Definition | IP Filters |

Trace bype :

| TCP(IP Packet =]

Description @

Mi=1F3
WILLIAM

Add TCP/IP Trace x|

IEE trace an Supertup|
Wrap after ;

...define the required
trace...(note the name
used here)

Add

I Header 1.0 Definition TP Filers |
IP Version:
MIPvd [ IPYS
Application:
¥ Telnet [~ FTP [+ EExt [ web
Prokocol;
¥ TP [V UDP  WICMP [ ICME Mumber: |
Port numnbers:
| | | | |
| | |
IP addresses:
f152.168.1.151 ~
|192.168.1.152]
|
|
| >
| ...and the
Lirk. narmes: .
| | parameters of the
Clear trace
K LAV GU i
Add lear | Cancel | @
(=]

Group One (2 hosts, 0 connected)




wiktiAM The GROUP Trace

D ATA

S YSTEMS

—

Y

P Exigence

=10] x|

File Connect Group Host Trace WYiew Help WILklAM
[==]
N |
i Exigence Murmber Status Stacks/LI) Mames Tvpe Descripkion User ID |Cached
E} 4 Hosts 0001 [Befined TCPIP TCPIIP Packet IGT-3-1) EE trace on Superbop
o |3 Z140EY
[ 3] Z25PROD

=}-<4 Groups

. ...... (3 supertopzs
‘|3 supertopz«

Host responses

'f The following host responses were received while processing Add command:
L]

Supertop?d - Trace added successfully, number is 35
Superopes - Trace added successfully, number s 101

\/ ...Have that\

trace executed
on all the
required
stacks...

4

Group One (2 hosts, 2 connected)




wiktiAM The GROUP Trace

DATA

S YSTEMS

b

B

P2 Exigence

File Connect Group Host

Trace “iew Help

Mi=1E3
WILLIAM

4 Exigence Mumber
E? _ 4 Hosts 0ao1
i (3] Z14DEY 000z

3] zz5PROD 0003
13 supertop2s o004
st Superbop24
=4 Groups

i Lg] GI’EILII:I One ooin

/

Here we see the
trace component

added to one
system (# 35)..

0029
000
0031
003
0033
0054
0035

Taken
Taken
Imparked
Imported
Imported
Imporked
Imported
Imparked
Imparked
Imporked
Imporked
Imporked
Imported
Imparked
Imported
Taken
Imporked
ked

Ta
Taken
Taken
Taken
Taken
Taken
Taken
Defined

Stacks/LI) Mames

F24TCF20
TCFIP
NLAAB10B
SSCPSF
ROOD1PIOL
T

U023z

T

2

T
T
Paabwi0z050
CDO1ESSE,
AFCP, CCAYS]
TCPIF
TCPIF
TCPIF
TCPIF

IF

TiZ]

TCPIP
TCPIP
TCPIP
TZPIP
TZPIP

Tvpe

WTAM Buffer
TCP/IP Packet
WTAM Buffer
WTAM Buffer
WTAM Buffer
TCPJIP Packet
WTAM Buffer
TCPIP Packet
TCR|IP Packet
TCP/IP Packet
TCP/IP Packet
TCPJIP Packet
YTAM Buffer
WTAM Buffer
WTAM Buffer
TCP/IP Packet
TCPJIP Packet
TCPIP Packet
TCP/IP Packet
TCPIP Packet
TCR/IP Packet
TCP/IP Packet
IP Packet
ket
TCR/IP Pa
TCR|IP Packet
TCR/IP Packet

Description

Standard YTAM 3270 buffer trace

Standard 3270 IP trace
Large APPM trace
Small APPM trace
DLUR/DLUS APPM Trace

EE with DLURJDLIS encapsulation

FMH Prob

all sorts of IP traffic

EE and OSPF traffic

EE trafFic

FTP session traffic
Paoint-to-point EE kraffic
Trace af pgwl2050 i Yejen
EESEN

tpf 1006 05390

{i5T-5-1) kest1

Apiase EE

FTPALERT Trace

kest large trace load to client
67

{i5T-2-1) test1

nok sure,

IFx 1999 Trace Stuart
test sw

PORT19994 and IP Filter
LS5 msglo

[{GT-S-I} EE trace on Supertop

User ID |Cached

JOHMNE
JOHNE
W W
XAME
IYEYZ
J2HME
ExI-1651
JOHMNE
JOHME
J2HME
J2HME
J2HME
EEBS
SYEFZ
033603
GORDOMN
Shiy

S
MIR.A
JOE

S

o
JOHME
S

JOE
GORDOMN
GORDOMN

e e e e e e e e e e e e e [

Supertop24 (192.1658.1.24; 2457)




wiktiAM The GROUP Trace

D ATA

S YSTEMS

s 3

P2 Exigence

File Connect Group Host

Trace “iew Help

Mi=1E3
WILLIAM

| Exigence
=144 Hosts
13 Z14DEY
3] zz5PR,

1E] Supert
=4 Groups
] Lg] Group Cne

/

...and here is
the other
system (# 101).

\

Numl:lerl Status IStacks,l'LLl Namesl Tvpe Descripkion I User ID ICachedI
[0 [} [ aken ExIFES WTAM BUrfer TesE Mira trace JUHRNE 1
ooee  Taken P25TCPOS, EXL... WTAM Buffer test admin lockaout MIRA -
006a7 Taken TCPIP TCP/IP Packet PETEIPx Iz4E61EL [
0068 Imported TCPIP TCP/IP Packet hdrs anly MIFA -
0069 Taken TCPIP TCP(IP Packet Gordon-appn GoORDON [
o070 Imporked AFCP, CCANSL  WTAM Buffer tpf 1006 05390 CO35603 -
0072 Imported TiCPI TCP/IP Packet Allsorts KEM -
0073 Imported CDO1ESSE, WTAM Buffer Es5En SWEFZ I~
0075 Imporked TCP/IP Packet EE trace KEM -
0077 Imported TCPI TCP/IP Packet EE OSPF traffic KEM —
oo7s Taken TCPIP TCR/IP Packet REC-ee skark GORDCMN -

73 Taken TCPIP TCP/IP Packet rbc - exix appn GoORDON [

0 Taken TCPIFP TCPJIP Packet trace ftp coupure Frame AMNDRE I~

1 Taken PZ5TCPO3 WTAM Buffer test456 MIR.& I~

Z  Taken PzETICP10 YTAM Buffer vy kerminal IR 8 I~

3 Taken TCPIP TCP/IP Packet Gordon-EE-ak. -
Taken TiCPIP TCP/IP Packet Gordon-xca-down -

Taken P25TCPO4 WTAM Buffer Gordon-buf-local I~
P24TCPOE WTAM Extended gordon-buf-remote GoRDON [

TCPIF TCP/IP Packet test For demo IR & I~

TCPIP TCP/IP Packet ftp trace MIR.& —

o059 Taken TCPIP TCP(IP Packet test K S -
0090 Taken TCP/IP Packet 1155 problem GoORDON [
o091 Taken TCP/IP Packet EAD COMMNA T 25 GORDOMN v
o092 Taken TC TCPJIP Packet and with QIUICK GORDOMN -
0093 Taken TCPIFP TCP/IP Packet QUICK again From start GORDON [
0094 Taken TCPIP TCP/IP Packet Gordon - 2023 GORDON —
0095 Taken TCPIP IP Packet aaaaaa GORDON [
aluj=l) Taken TCPIP AIAIAIAIAIA GORDOMN -
o097 Taken TCPIP PCOMM with US55 GORDOMN I~
0093 Taken TCPIP TCP/IP Pac US55 no M5G10 GORDON I~
o099 Taken TCPIP TCP/IP Packet PCOMMS, 6 Eest GORDON I~
o100 Taken TCPIP TCP/IP Packet tnaR70 oW —
0101 Defined TiCPIP TCP/IP Packet I {iaT-3-1) EE trace on Supertop I GoORDON [

E

Supertop2s (192.165.1.25, 2457)




wiktiAM The GROUP Trace

.
DATA SYSTEMS B
P Trace 1 : (GT-3-1) EE trace on Supertop [Group One]
File Trace Record MNawvigate Filler “iew Help WWILE]1 A M
[ B e |
S i MM SHEGEEEE S €S S
Fecord | Time (GMMT+H000 IF address 1 Fork 1 Drireckion IF address 2 Pork 2

ol

2 14:22:18.986 192.168.1.152 12003 *applidata ——= 192.1638.1.151 120035
3 14:22:19.003 192.168.1.151 12003 - *+annlidata 192.165.1.152 12003 |

4 14:22:19.025 192.168.1.152 12003 *applidata ——= 192.168.1.151 120035

5 14:22:21.766 192.168.1.151 12003 - Extender-Med 192.165.1.152 12005

6 14:22:21.793 192.168.1.152 12003 Extender-Med —— = 192.168.1.151 120035

7 14:22:22.631 192.168.1.151 12003 - Extender-Med ~— 192,165.1.152 12005

8 14:22:22.646 192.168.1.152 12003 ExtendMn 192,168.1.151 120035

9 14:22:23.429 192.168.1.151 12003 - Extender-Med 192.165.1.152 12005

10 14:22:23.464 192.168.1.152 12003 ///ﬂﬁrﬂed—n 192,168.1.151 120035

11 14:22:23.764 192.168.1.150 1z001 - Extender-Me 192.165.1.152 12001

12 14:22:23.768 197.163.200.150 12001 192.165.1.152 12001

13 14:22:23.774 192.168.1.151 12001 192.165.1.152 12001

14  14:22:23.786 192.168.1.150 1z001 Extender-Ret — = 197.168.1.152 12001

15 14:22:23.787 192.163.200.150 12001 Extender-Ret — = 197.168.1.152 12001

16 14:22:23.790 192.163.1.150 Extender-het —B= 197.165.1.152 12001

17 14:22:23.790 192.168.200 Extender-het —B= 197.165.1.152 12001

NExtender-met 192.165.1.150 12001

Now comes the tricky bit! Extender-Met 192.16&.200.150 12001

. Fxtender-Mek 192.165.1.152 1z001

For clarity we should merge the trace Extender-Mst — = 192.168.1.151 12001

- | Extender-Ret — = 197.168.1.152 12001

data from all the traces in chronological L w e lemiin: 1ooo1

order to see the real flow that occurred Extender-et —® 192.165.1.152 12001

Fxtender-MMed 192.165.1.152 12003

through the SyStem! Extender-Med ——#= 192.168.1.151 120035

Fxtender-MMed 192.165.1.152 12003

N : Extender-Med —®= 192,165.1.151 12005

ote: ; Extender-MMed 192.1658.1.152 12003
192.168.1.152.is the ‘EE" address for system 24 Extender-Med — = 192 168.1.151 12005 |-

\ 192.168.1.151 is the “EE” address for system 25 / | »
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' @' ZEM by William Data Systems

@ ZEN

Home

flerts

APPN

EE

al

FTP | IP

Telnet

CSM

Tools

OS54

Adrmin

BPP Ferm SUmmrnary - :
'Resource Total A LastMin RTP Mame COS ARE Metid CPMame
:Detected _Ps g 0 Top RTPs : Highest Session Count LU-Lu
Detected EE IP Addresses = 0 CMRO0001 CPSVCMG a8 Wwos FPlasscP z2
Active EE Connections 3 u CMROODDZ CPSYCMG @ wDs P195SCP 2
Active RTPs 7 1]
S et Soeione 2 0 CMROOOOZ CPSWCMG @ wDs |S5CPSOIP 2
| Average smoothed RTT 218 1] ZMRO000S #COMMECT @ wWDs P1e55CP 1
[@aslayE saivst L d CMROOOO?  #COMNECT | @  WwDS | P1955CP |1
| Tokal path switches i 0 .
' Total queued packets a a Top RTPs : Highest RTT RTT
Ll:":al r"jl:"jE' El|.lrl'lrl_|-5|r"." CNRDDDDE\ RSETUP {;} WDS PlgSSCP Ell:lﬁ
i Port ToS | CHRODDDS  CPSYCMG @ |WwDs |SSCPSOIP |87
: | Signal Priority Traffic 12000 192 U cyROO00Z CPSYCMG @ WwDs Pl195SCP 80
| Metwork, Priority TraFfic 1z001 19z E|
2211 High Priorityw Traffic 12002 125 jCNRDDDm . Rkl ® wos E1G655GR ik
Mediurn Priority TrafFic 12003 G Top RTPs: Highest Send Rate SendRate
| Loww Priority TrafFfic 12004 3z | CMROO003 CPaY MG @ WwDs S5SCPSOIF A
¥IPA Address 192.168.1.150 Uil Active  Available ]CNRDDDDI CPSYEMG @ | WDs P1E5SSCP 2
| Pre-defined Connection Lines 27% |3 107 1 =
Local VRN Lines 0.0% 0 i I-_ECI"-.IREIDDEIE CPSVCMG - WhS FP1955CP 1
Lacal GYEM Lines 0.0% 0 0 | Top RTPs : Most Path switches Switches
' @ CHROOO0S HFCOMMECT 2  WoDs Fle55CP 5
o514, JCHROOOD7  #CONNECT | @  WDS  P19ssCP |2
ZEN/Ferret System Summary
Showing summary and top 22111202 y
. _________________________________________________J
RTP events.

(and EE load!)

~—— —

LPAR: RAL7T  WYersion: 1.0 PTF: ZEN1000

Sysplesx: ADCDPL




% Show CP detall

- ™

CP List
All blue fields are selectable
to allow “drill-down” . . .
The line menus allow utility

K tests. .. /




/ ™

... Or, for resource detail, by
selecting the first active
“CPName” displays its full

N detail . . . . 4




am\

— \

“Drilling-down” - RTPs
. . Another level down shows the
RTP details (equate “HPRDIAG").

L __ 4




—

. ——

“Drilling-down” Example
Starting with the Path list to
“P16SSCP” we can link all the
way to session information.

@ /




QQ

~ Y

“EE” Lists by IP Address — Connections
To show the current connections between
“this” system and (in this case) “P16SSCP” . .




- n

“Drilling-down” another
level down (“Remote IP”
from the Connection List)
shows the complete details
of this connection.

N _
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CP History

.

Related to the resource type, the line menu option of
“Historical Statistics” filters the history information for

that resource (here, “P16SSCP”). . .




Jp—

\

CP History

N

Recorded at intervals (15 mins); Kept indefinitely !
Statistics are available for a number of categories . . .

. 4




N

_—

Path Switch List

™

Path Switches must be monitored!
With the right data collection, the
before and after path can be

N

captured! . ..

_




—

Pt =

Transmission Groups List
Shows all of the TGs in use from
this system outbound...

And “drilling down” reveals the
details used by CoS/Route

K selection. /




- n

“Incidents”

Not something inherent in the
information available, but
implemented by mapping events
to pre-defined conditions.
“Incidents” are Alerts of “on-going”
events.

. N

Alerts
Are used to categorise events,
and group them. These are
also accessible (i.e. “filtered”)
relative to selectable
resources. Alerts must be

\\ retained historically. /




Summary
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