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Enterprise Extender
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Network Components

UDP, TCP, FTP, Telnet, HTTP,

SMTP, SNMP, SOCKS, SSL/TLS,

ICMP, IGRP, EIGRP, OSPF ...

3270ds, GDS, X.25, 

SNI, APPN, HPR …

Communications Server

Netview

WebSphere

SNA

Network Convergence on z/OS

3745

IP



Network Migration

3270ds, GDS, X.25, 

SNI, APPN, HPR …

Communications Server

Netview

WebSphere

SNA

IP

Network Convergence on z/OS

3745X



Network Migration

VTAM
Legacy 
Applications

TCPIP
Open Applications

(SNA)

Mutli-layered Packets

Options for Using the IP Network

SNA 
Network

IP network

[ IP  (SNA)  IP ]

[ IP ]

IP / SNA interface provided by :-

� Protocol Converter

� CIP Router

� DLSw

Or ….         



Network Convergence

VTAM
Legacy 
Applications

TCPIP
Open Applications

Mutli-layered Packets

Options for Using the IP Network

SNA 
Network

IP network

[ IP  (SNA)  IP ]
(SNA)

IP / SNA interface provided by :-

� Enterprise Extender



�� �����������-�	����������������������	�������������� �3������������-�	����������������������	�������������� �3�
���������������� ������	
�������	
� ���&�
'����&�
'�

�� 
��
�� �� ���� �� 
����������	������-����������	��������������'
����������	������-����������	��������������'

�� 
����������������������	��������������	������-����� ��
����������������������	��������������	������-����� ��
��������������������'���������������������'�

�� %	������	�������	<����������������<�	�������������� �����%	������	�������	<����������������<�	�������������� �����
���������������������	���������	�������	����������� ������������������������	���������	�������	����������� ���
���3��������-3�����	�������������'���������3��������-3�����	�������������'������ 6����	������������()*&�"	����	��86����	������������()*&�"	����	��8

�� ��	��������-���<�	��������	������������������	������	��������-���<�	��������	������������������	����
�	��	��	������������'�	��	��	������������'

Issues with Convergence



Why Should I Worry…?
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Where Do I Look…?
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Where to Start? …1
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Where to Start? …3

ASIRFMSG - msgs issued when an autologon session initiation request fails
DSIRFMSG - msgs issued on session failure when a search fails to locate the target resource.
ESIRFMSG - msgs issued on session initiation failure where extended sense data exists. 
FSIRFMSG - msgs issued when session initiation fails due to LU not found via ADJSSCP table.
LSIRFMSG - msgs issued when an APPN locate search fails for destination LU. 
RSIRFMSG - msgs issued when a session initiation request fails and RSCV data exists
SIRFMSG - msgs issued when a session initiation request fails.



APPN Tools…

�,/������,/����� �� ����������������
�������������������������
���������
�,/���,/�� �� ������������H������������������H������ +��+��
���������� �� ������������+�����C�I'?������������+�����C�I'?
�������� �� ����������+�����������+� �� +������	���+������	���
�
��
� �� �����+*&�������	����������+*&�������	�����
,�������,������� �� �	����-�����	�������	������-�������	����-�����	�������	������-������
�,�, �� �	����-��	������	��	�������	���6���'�.�/%�
 JK
&8�	����-��	������	��	�������	���6���'�.�/%�
 JK
&8
�������������� �� �	����-������������������&�	����-������������������&
�������������� �� �	����-��������������������	����-�������������������
�������� �� �	����-��	����-� /���/���
�����
�������
�� �� �	����-����	����������	����6,��	����-����	����������	����6,� &������"�'�&������"�'� 88
���0��

���0��

 �� �	����-�����	��������������	������������	����-�����	��������������	�����������
���������� �� �	����-�����	��������������������������	����-�����	������������������������� 66������!������! 88
�������� �� �	����-�� �����	����	����-�� �����	���
�
�
�
�
 �� �	����-�
�����������-�	����-�
�����������-
����
�������
��� 11 �	����-������-�����
��������	����	����-������-�����
��������	���
���� �� �	����-������������	����������

��������	����6"E�I8 ��	����-������������	����������

��������	����6"E�I8 �
��,�����,��� �� �	����-��	��'�	���'�6��������	�)C%C+�������8�6"E�@8�	����-��	��'�	���'�6��������	�)C%C+�������8�6"E�@8

(( ����#
�"!�#�"�!����"��
����"���#���������)����#
�"!�#�"�!����"��
����"���#���������)



APPN Controls…
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APPN Controls…
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There are many keywords for this command (many new ones since z/OS v1.5!)
It is possible to be very selective here : refer to  your IBM documentation!

E.G. "D NET,RTPS,TCID=xxxxxx"       should show the  name of the remote PU
"D NET,RTPS,CONGEST=YES” shows any congested service s
“D NET,RTPS,ID=CNR00008,TEST=YES   tests the select ed route (cf. traceroute!)
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So Why Tracing…?
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“EE” Packet Composition
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Glossary

ANR - Automatic Network Routing

APPC - Advanced Program-to-Program Communication

APPN - Advanced Peer-to-Peer Networking

ARB - Adaptive Rate-Based Flow Control

HPR - High-Performance Routing

NCE - Network Connection Endpoint

NHDR - Network Layer Header

NLP - Network Layer Packet

RSCV - Route Selection Control Vector

RTP - Rapid-Transport Protocol

TCID - Transport Connection IDentifier

THDR - Transport Header

XID3 - eXchange IDentification format 3



Application of “EE”

APPL APPL

APPN Node

IP Net

APPN Node

EBN EBN

Enterprise Extender

APPL APPL

APPN Node

IP Net

APPN Node
Enterprise 

Extender

z/OS stack z/OS stack

IP routing

SYSPLEX ? SYSPLEX ?



Application of “EE”

APPL APPL

NN Node NN/EN NodeNN/EN Node

IP Net

EBN EBN

Enterprise Extender

SYSPLEX ?



FID2 piu ISR Not EE

FID2  TH RH RU 

APPN Frame & 
Packet Format

Packet

Alternatives

DLC Frame

PacketLink HDR Link TRL

XID-3

XID-3 Information Frame

NLP

NHDR THDR FID5 data 

FID2 piu

FID2  TH RH RU



APPN Frame & 
Packet Format

Packet

Alternatives

DLC Frame

PacketLink HDR Link TRL

XID-3

XID-3 Information Frame

NLP

NHDR THDR FID5 data 



Enterprise Extender

NLP

ANR ANR NCE X’FF’ TCID THDR 
info

Session 
Address

Data

Network Header Transport Header FID 5 data

(UDP/IP)

SNA HostSNA Host SNA HostSNA HostANR nodeANR node ANR nodeANR node

ANR/RTP

Network Layer Packet



Network Layer Packet

NLP

ANR ANR NCE X’FF’ TCID THDR 
info

Session 
Address

Data

Network Header Transport Header FID 5 data

� “ Slowdown ” indicators (used to indicate congestion) are conta ined in the NHDR

� Status Request indicator (used to return connection status to the sender) 

� TCID identifies the RTP pipe being used

� “ Data” contains the SNA Payload

� Optional RTP segments carry:-

� ARB flow control information

� Connection Fault indicator shows protocol violation

� Status reflects missing data

� Switching Information indicates path switches



Network Layer Packet

NLP

ANR ANR NCE X’FF’ TCID THDR 
info

Session 
Address

Data

Network Header Transport Header FID 5 data

ANR Labels ? ANR Labels ? ……



ANR Label Usage

APPL APPL

NN Node NN/EN NodeNN/EN Node

NCE

14

ANR
TG     TG
24        15

NCE

17

IP Net

RTP endRTP end --toto --end end ““ pipepipe ””

Enterprise Extender



17FFdata

ANR Label Usage

APPL APPL

NN Node NN/EN NodeNN/EN Node

RTP endRTP end --toto --end end ““ pipepipe ””

IP Net

Enterprise Extender

17FFdata 15

NCE

14

ANR
TG     TG
24        15

NCE

17



14 FF data24 14 FF data

ANR Label Usage

APPL APPL

NN Node NN/EN NodeNN/EN Node

RTP endRTP end --toto --end end ““ pipepipe ””

IP Net

Enterprise Extender

17FFdata

17FFdata 15

NCE

14

ANR
TG     TG
24        15

NCE

17



ANR Label Usage

ARB  
Flow Control

APPL APPL

NN Node NN/EN NodeNN/EN Node

RTP endRTP end --toto --end end ““ pipepipe ””

IP Net

Enterprise Extender

17FFdata 15

17FFdata

14 FF data24

14 FF data

NCE

14

ANR
TG     TG
24        15

NCE

17



ANR Label Usage

APPL APPL

NN Node NN/EN NodeNN/EN Node

RTP endRTP end --toto --end end ““ pipepipe ””

IP Net

Enterprise Extender

““ Route SetupRoute Setup ”” (RSCV) Discovers Interface IDs which are allocated by ANR at ea(RSCV) Discovers Interface IDs which are allocated by ANR at ea ch node ch node ……

ARB  
Flow Control

17FFdata 15

17FFdata

14 FF data24

14 FF data

NCE

14

ANR
TG     TG
24        15

NCE

17



Route Selection

CP CP ApplAppl

Bind

Bind Rsp

LOCATE(req) 
FIND(slu)
CDINIT

LOCATE(rsp) 
FOUND(slu)
CDINIT(RSCV)

PLU initiated session

FMH-5



Route Selection

CP CP ApplAppl

Bind

Bind Rsp

LOCATE(req) 
FIND(plu)
CDINIT(RSCV)

LOCATE(rsp) 
FOUND(plu)
CDINIT

SLU initiated session



Path Switching …
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• CONFIGURATION details 
• Data Link Control 

• IP Addresses / Ports 

• FIREWALL configuration/operation 
• POLICY 

• ROUTING 

• TCP connections (if using a “proxy”) 
• TELNET 

• VTAM

Problem Determination?
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Tools…?
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Tools…?
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Tools…?



Tools…?
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The Trace View

Upon entry to EXIGENCE we are presented with a list 
of traces currently held in the trace dataset.

Trace selection is by line command, and we can enter 
“Browse” mode directly or “View” the trace content 

first…



The Trace View

“VIEW” mode here, shows us the IP addresses 
contained in this trace and some statistics.

Each “Item” can be selected for a detailed look at that 
connection…



The Trace View

…And down at the details level we can see the ports 
involved in communications with the select IP address 

from the previous screen.

Selection from here will effectively “filter” the trace 
and just show the packets involved in the relevant 

PORT exchange.



The Trace View

Here we see the packet flow as captured by tracing. 
This view shows the high-level packet exchange.

From here we can rapidly locate any area of the trace, 
or any detected error



The Trace View

…here we see the second screen of the 
same trace, from where we will “drill down”

into packet number 19…



The Trace View

“Drilling down” into the data (PF11) we start to see the 
structure of the packet …

Remember “EE” uses UDP datagrams.
From here we need to translate the packet contents…



The Trace View

The Translated view now breaks 
down the UDP data to reveal the 

embedded headers…



The Trace View

In this case the RTP data contains ARB 
information…

Other packets will contain FMH-5 data …



The Trace View

…such as this.

Let’s “drill down” (PF11) once again to get a 
translation of this FMH-5...



The Trace View

… and here we see the FMH-5 
interpretation.

But suppose we already know this is 
an SNA problem…



The Trace View

…We may need to run a separate trace, or (as 
here) filter-out all packets except those 

containing SNA data; revealing the SNA Flow 

(Filtering is an important tool…more later)



The Trace View

Taking a more interesting 
FMH-5, we may need to 

“drill down” still further into 
the layers…



The Trace View

…in order to see the bit-level 
breakdown of the data 

(interpreted as per the Data 
Areas). Here we may find the 

LU names, or results of a 
“Find ”…etc



The Trace View

This principle 
applies to all 

levels, 
including the 
headers, as 
each have 

useful 
information for 

debugging, 
(the IP header

is shown 
here)…



The Trace View

… and this is a 
UDP header …



The Trace View

… an ANR
Label …



The Trace View

… an RTP 
Header …



The Trace View

…and of course 
3270 data stream . 

(Here seen fully 
translated down to 

the command level)



The SYSPLEX
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The SYSPLEX
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?

Where Where dodo Jobs run?Jobs run? Where Where dodo I trace?I trace?
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The SYSPLEX
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Alternative Tools…



Unexpected Events

This is the FLOW view 
of a trace.

All unexpected events 
should be investigated.

Here we see missing 
acknowledgements….



Unexpected Events

…and here a 
case of  

Fragmentation.



The GROUP Trace

To add multiple traces 
(e.g. for Sysplex tracing) 
we must identify where to 

trace (i.e. which stacks 
we wish to include; there 
may be multiple stacks 

per system)… If using Ctrace with mutliple stacks per 
system, be careful with the definition of 

the external writers!



The GROUP Trace

…define the required 
trace…(note the name 

used here)

…and the 
parameters of the 

trace…



The GROUP Trace

…Have that 
trace executed 

on all the 
required 
stacks…



The GROUP Trace

Here we see the 
trace component 

added to one 
system (# 35)…



The GROUP Trace

…and here is 
the other 

system (# 101).



The GROUP Trace

Now comes the tricky bit!
For clarity we should merge the trace 

data from all the traces in chronological 
order to see the real flow that occurred 

through the system!

Note:
192.168.1.152 is the “EE” address for system 24
192.168.1.151 is the “EE” address for system 25
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“Real-Time” Diagnostics



ZEN/Ferret System Summary
Showing summary and top 

RTP events.
(and EE load!)



CP List
All blue fields are selectable 

to allow “drill-down” . . .
The line menus allow utility 

tests . . .

Show CP detail



. . . Or, for resource detail, by 
selecting the first active 

“CPName” displays its full 
detail . . .



“Drilling-down” - RTPs
. .  Another level down shows the 
RTP details (equate “HPRDIAG”).



“Drilling-down” Example
Starting with the Path list to 

“P16SSCP” we can link all the 
way to session information.



“EE” Lists by IP Address – Connections
To show the current connections between 

“this” system and (in this case) “P16SSCP” . . 
.



“Drilling-down” another 
level down (“Remote IP”
from the Connection List) 

shows the complete details 
of this connection.



LINE MENUS
Provide access to 

Historical information 
and an alternative path to

Tools . . .



CP History
Related to the resource type, the line menu option of 
“Historical Statistics” filters the history information for 

that resource (here, “P16SSCP”). . . 



CP History
Recorded at intervals (15 mins); Kept indefinitely !

Statistics are available for a number of categories . . .



Path Switch List
Path Switches must be monitored!
With the right data collection, the 

before and after path can be 
captured! . . .



Transmission Groups List
Shows all of the TGs in use from 

this system outbound…

And “drilling down” reveals the 
details used by CoS/Route 

selection.



Alerts
Are used to categorise events, 

and group them. These are 
also accessible (i.e. “filtered”) 

relative to selectable 
resources. Alerts must be 

retained historically.

“Incidents”
Not something inherent in the 

information available, but 
implemented by mapping events 

to pre-defined conditions.
“Incidents” are Alerts of “on-going”

events.
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